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Abstract

SCADA/DCS networks monitor and control the most valuable assets nationwide and
usually refer to operational networks. On the other hand, most of the users are connected
through an administrative network which is less sensitive and thus less secure than the
operational network. The demand for connecting the networks is required for business
continuity reasons and for day by day necessity. The presentation will analyze the threats
with regard to networks connectivity and expand the model to other IP based networks.
Some solutions will be analyzed and a novel solution will be presented to overcome the
network connectivity problem.
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Introduction

In recent years, Cyber-terror and cyber-vandalism are the new emerging threats of
SCADA networks, and of course, Critical National Infrastructures (CNI). These threats,
powered by global terror and cyber-crime, are here to stay, thus SCADA users should
adapt to this dtuation, adopt new mind-sets and implement modern methods,
technologies and solutions to mitigate and eliminate the potential damages.

One of the most vulnerability points of SCADA networks is its connections to external
networks, whether the organization's business network, a public network (e.g.: the
internet), or any third party network.

One can observe the security and operational risks entailed by these threats, by reviewing
just a few of the numerous articles and reports that where recently published in the
electronic and written media

- CIA Confirms Cyber Attack Caused Multi-City Power Outage
" ! !
# $%
& $
' &
% $

(SANS Organization - January 18, 2008. www.sans.org/newsl etters/newsbites/newsbites.php2vol=10& issue=5& rss=Y)

- Behind ‘Project 12" - The government tries a new approach to fighting cyber-threats
ll( & 1
&
) & % $

(Newsweek - March 7, 2008. www.newsweek.com/id/119902)

This article provides a detailed description of the operational and security risks of
existing SCADA networks, and those of modern IP-based SCADA networks, which are
becoming more and more widespread in the last years. Common risks and vulnerabilities
will be detailed, and specifically, those resulting from external connectivity.

For those risks, a novel solution will be presented, which provides adequate protection
and eliminates the risks, without reducing the functionalities and services of the SCADA
network that relies on such connections.
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A typical SCADA network S
_—

Topology and elements :.:3
The following diagram describes atypical SCADA network topology, which includes the §;:’='
sensors, controllers, control center, and the external connection to the business network. S oy
B N

0P~

~

Sensor/
Actuator

Controller

Relay Cloud
(Internet, Cellular,
RF, PSTN...)

Business
Network

Sensors (and/or Actuators) that are installed throughout the industrial network and
monitors or controls relevant modules, for example: heat and noise sensors
installed aong a gas pipeline, for gas leakage detection or a controlled valve
controlling a water tank.

Controllers that are connected to several sensors and manages local
communication directly with them, and the remote communication with the
control center.

Control Center ("Master” in the above figure, ak.a. Control Room) that monitors
and controls the whole SCADA network, receiving information from the
controllers, and sending back commands. In some installations, a secondary
Control Center isimplemented, to enable redundancy and rapid disaster recovery.

Business network (Administrative network) that is the "normal” IT network of the
organization. This network is required, in most cases, to receive real-time updates
and aerts from the industrial network, for example: production statistics, errors

and faults aerts, and billing related information.
Commonly, this network is connected to external networks, specifically — to the
Internet.

The sensors and controllers are, by nature, installed in large quantities throughout the
SCADA network, including unattended areas, sometimes with harsh environmental
conditions. Thus, these elements are designed to be as simple as possible, to reduce initial
and installation costs, and to minimize maintenance requirements.
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The control center (or centers), is a large and complex system, which includes vast
information storage, analysis and display capabilities. In addition, the control center is
usually occupied 24x7 and is required to provide its operator an updated and clear view
of the network and production line status.

External connections

For obvious, security-wise, reasons, a SCADA network is required to be totaly
segregated from any external network. And yet, quite often, a typical SCADA network
has multiple external connections, from which it sends updates to different entities,
sometimes even external ones, for example: a power plant that is required to provide a
direct online update to alarge customer about the production status and faults.

In addition, there are cases where the SCADA network is required to be connected to
external suppliers or contractors (e.g.: vendors or system integrators), usually for remote
monitoring and mai ntenance.

Modern SCADA networks

In traditional SCADA networks, the communication between the sensors and the
controllers, and between the controllers and the control center, is usually based on an
analog or "simple" digital (e.g.: asimple "commands" protocol over RS-232) connection.
In addition, the "physical medium" is based on direct (wired or wireless) point-to-point
communication lines, utilizing proprietary modems and transceivers.

In the last severa years, the SCADA arena is experiencing a revolution, along with the
general information technology revolution. The main change is the transformation of the
existing communication paradigm into a standard IT infrastructure, usage of open
protocols, and deployment of modern (ak.a: "smart") sensors and controllers, which
encompass computational capabilities and use standard communication protocols.

As a direct result of the above, the communication between the sensors and the
controllers, and between the controllers and the control center, in modern SCADA
networks, is changing to rely on the standard IT network protocol — IP.
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SCADA (in)security

Motivation

A cyber-attack, just as any other terror or criminal-based activity, is subject not only to
the successful generation and conclusion of the attack, but also to the motivation of
commencing such an attack on the target.

Before diving into risks, technology and the abilities to hack a SCADA network, one
should evaluate the "value' gained by attacking such atarget.

SCADA based organizations at large, and Critical Nationa Infrastructures specifically,
are the "bon-ton" of the cyber terror and online attacks.

The reasons for this are the impact gained from a successful attack on a SCADA network,
which results in a nation wide press coverage and a large moral impact. In some cases, it
can end with a catastrophically large economical damage, and risk of lives.

In addition, and as described below, the effort required for such an attack is relatively
low, comparing to the potential end-results.

When evaluating which target to attack, from a list including government and military
targets, CNI and SCADA organizations, and financial or commercia enterprises — the
SCADA networks receive the highest target score, as they "provide" the best outcome,
while "requiring" the lowest costs and efforts.

Risks and threats

A SCADA network consists of many vulnerability points, which, separately and
combined, give rise to a high potential of risk and damage to the whole network and
production line.

Distributed and geographically spread network by nature, consisting of hundreds, and
often thousands and more of network elements, a SCADA network has a multitude of
entry points, vulnerable devices, insecure terminals and more.
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Much has been spoken and researched regarding the security problems rising from the
sensors and controllers (interception, forging, replay and temper attacks), their
interconnections and their connection to the control center. The medium itself, whether
wired, or particularly when wireless, is a maor risk factor for the overall SCADA
network.

Many solutions and technologies have aready been suggested: encrypting the
communication between SCADA elements, digital signing of commands and messages,
protocol filtering, etc...

These solutions are indeed required and they do mitigate risks emerging from such
necessary topology of distributed networks, but not enough has been said regarding
another major vulnerability point of the SCADA networks — the external connections.

External connections

As mentioned above, external connections from SCADA networks are a necessity,

enabling the network to meet business and operational demands.

The main reasons why a SCADA network is required to have external connections are:
Sending updated information and system alerts to the business network
Sending online monitoring information to equipment vendors or system
integrators - for remote monitoring (and, when required, enabling data/commands
to be sent to the SCADA network, for system maintenance)
Sending online updates and required information to relevant third parties

The vast mgority (if not al) of the external connections are |P-based, usually over LAN
or WAN. Thisistrue even for none or partial 1P-based SCADA networks.
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Most of the SCADA externa connections have the following characteristics (all or a sub
set of):
They are connected to a less secure or less sensitive network, which is, in many
cases, connected to the Internet
They are connected to athird party network, whose security level is not controlled
or governed by the SCADA organization
They are connected to another network - over the Internet

Why are external connections a major risk?
- Because an attacker will first try the path with the best cost/performance ratio!

Let's assume, for the sake of simplicity, a criminal or terrorist organization, focusing on
penetrating an electric plant's SCADA network.

Scenario |: The organization will hack into the plant's SCADA network via one of the
sensors or controllers, or even by tapping to the medium network (which can be wireless)

Scenario |1: The organization will hack into the network via a connection the SCADA
network from a connection it has to athird party over the internet.

Both scenarios are theoretically feasible, but:
Scenario | requires that:
1. The attacker will have physical accessto a network element, or will be required to
be geographically close to the network.
2. The attacker will have preliminary inside information regarding the specific
network elements, with specific and wide detail level (which sensor/controller, of
which vendor/model/version/etc...).

3. The attacker will have to have deep understanding in SCADA networks.
4. The attacker will have proprietary tools, sometimes hardware based, to facilitate
the attack.

On the other hand, Scenario Il is doable, with:

1. No need for physical proximity to the SCADA network (e.g.: can even be done

from abroad).

2. Minimal (sometimes no) preliminary information requirements of the specific
SCADA network. You only have to have information about the externa
connection.

Minimal, even superficial, knowledge about SCADA networks.

An available wide verity of "off-the-shelf" hacking tools and techniques,
accompanied by a large and easily accessible knowledgebase and know-how
about vulnerabilities and exploits of IT infrastructures, network appliances,
servers and applications.

~w
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This means that it is much more cost effective, by means of efforts, costs, complexity and
technical expertise, to successfully conclude a scenario 11 type attack — hack the SCADA
network viaan (1P) external connection.

How "real" is this threat?

Following is a select, yet representing, list of articles and reports that establish the
feasibility of this threat - penetrating a SCADA network via an externa (Internet)
connection.

- 21 Sepsto Improve Cyber Security for SCADA Networks
The US Department of Energy (DOE), together with The President's Critical
Infrastructure Protection Board, has issued a guideline of 21 steps to secure SCADA
networks, the first three steps are:

1. Identify al connectionsto SCADA networks

2. Disconnect unnecessary connections to the SCADA network

3. Evaluate and strengthen the security of any remaining connections to the SCADA

network
(http://www.oe.netl.doe.gov/docs/prepare/21stepsbooklet.pdf)

- Researcher worries about cyber-hijackers
" ! ! !
* !

% & %%

#

(MSNBC — August 5, 2007. www.msnbc.msn.com/id/20128089/)

- Protecting against increasing external threats

+
& % &
, $
) ! _
!
(PA consulting group)
- SCADA Hacks
"y " ' &
/ 0 $+ |
! ! $% 1223& 14, , &
! & _ *
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$

(Cobb — August 15, 2003. http://cobb.typepad.com/cobb/2003/08/scada_hacks 1.html)
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A secure solution for external connectivity

Why not deploy standard IT-security solutions?

When considering the sensitivity of SCADA networks, and the potential damage and high
motivation to attack them, a solution for protecting the externa connections should
provide ultimate security, while having none or little affect on the business and
operational requirements.

Standard IT security solutions and technologies such as firewalls, content filters and
intrusion detection and prevention systems provide "standard” security level, while good
enough for most organizations and users, is not sufficient for securing SCADA external
connections.

Firewalls are circumvented on adaily basis, content filters are bypassed, and IDP systems
detect, mainly, known attacks.

Just notice the chase of security patches and software updates being produced and
installed on a daily basis, only keep the security products up-to-date for yesterday's
attacks and vulnerabilities.

As for SCADA networks, standard IT security measures are insufficient, mainly because
they are:
Software-based - they are subject to bugs, software vulnerabilities and online
hacking and penetration
Running over an operating system — which doubl es the previous item's problems
Configurable — many security products are partially configured or ill configured
Partial — none of which provides, by design, 100% security

Waterfall™ — SCADA Monitoring Enabler

Like any security challenge, the external connections of a SCADA network should be
addressed by adequate security approach and methodology. This approach is the first
pillar in building a secure environment. Though methodologies, on their own, are not
enough, they are the necessary first step towards a secure solution.

Since SCADA networks' importance and sensitivity is beyond doubt, is should have the
highest possible security level IT that can be achieved. It is therefore inevitable to impose
a segregation topology which will leave the SCADA network physically isolated from the
external connection, but yet enables some sort of the necessary communication technique.

The Waterfall product family was developed by Waterfall Solutions Ltd., to provide
remote monitoring and remote administration capabilities, while offering ultimate
security level.
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Waterfall's security core consists of two separate elements - TX and RX
The TX element consists of a laser LED, that can convert electronic signas to
light
The RX element consists of a photoelectric cell, that can receive light and convert
it to electronic signals
The TX and RX elements are connected solely by a single unidirectional fiber
optic cord.

Encompassing this core, the Waterfall product consists of a multiple layered architecture,
providing high-speed reliable data transfer using a proprietary unidirectiona protocol,
content filtering, data assurance mechanisms and application layer connectors for third
party applications and standard protocols integration.

Waterfall SCADA Monitoring Enabler (Waterfall SME) is a solution tailored specifically
for the SCADA arena.

The Waterfall SME incorporates support of many SCADA protocols, in addition to an
API enabling rapid devel opment of new protocol support.

The product acts as a native SCADA element. In a SCADA network it can communicate
as acontroller, control center server, and other SCADA elements.

Secure manual uplink — enabling control and administration

In some cases, the external network is required not only to constantly receive
information, but also to be able to send information or commands into the SCADA
network. This situation is rare, and is usually a response to an event (fault, alert, etc...)
received from the SCADA network.

To enable this ability in a secure manner, the Waterfall solution includes a secure manual
uplink, which has two hardware versions:
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Unidirectional: a separate Waterfall device is connected from the externa network into
the SCADA network

Bi-Directional: a "standard" TCP/IP, bi-directional, connection is attached between the
two networks.

Both versions are disabled by default, which means that the uplink is shut-down and not
operative.

When the need arises, a manual activation button (on the uplink hardware) is pressed,
activating the link.

When using the unidirectiona uplink, commands can be sent to the SCADA network, but
no protocol can be used. This is suitable for systems that can be operated in an
asynchronous manner.

When using the bi-directiona uplink, a standard link is opened, and the externa network
has direct |P-based link to the SCADA network.

The uplink must be deactivated when unneeded again, and for security reasons, it has a
built-in time limit clock that shuts-down the link automatically.

Wherever applicable, the unidirectional uplink is obviously the better solution to
implement.

A secure topology — using Waterfall SME

The following figure describes a SCADA network implementing a secure external
connection, using Waterfall SME.

Information from the network, whether updates and alerts sent to the business network, or
system logs and event sent for remote monitoring by an equipment vendor, is sent in real-
time, outside of the SCADA network, via a physical unidirectional link. Being physically
unidirectional, Waterfall nullifies any possibility of data entry from the external network,
with no exceptions. All types of online attacks are permanently blocked at the "RX side"
of the Waterfall. Consequently, any possibility of dataleakage is absolutely prevented.
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Additional Waterfall™ products

The Waterfall product family includes two more solutions, which are highly relevant for
SCADA networks and CNI organizations:

Waterfall File Transfer Enabler (FTE): Enables unidirectiona secure file transfer
from the SCADA network, supporting: remote file systems, FTP, SFTP, etc...
Waterfall 1P Surveillance Enabler (ISE): Enables secure connection and usage of
IP-based surveillance sensors and elements (e.g.: IP Cameras), to surveillance or
SCADA networks, eliminating threats from the bi-directional |P connections to
these mass-numbered, geographically distributed, elements.

Waterfall family products are installed and used in many CNI organizations, including
electricity plants, gas pipelines, refineries, and water suppliers, as well as in defense-
related organizations, financial institutes and others.

Summary

SCADA based organizations and CNIs are the new holy grail of cyber-terror and cyber-
attacks.

Based on the potential damage that can be caused by an attack on SCADA networks, and
taking into consideration the relatively low cost and simplicity of commencing such
attack, SCADA based organizations must secure their networks, to protect their assets.

There are a multitude of vulnerabilities and weak points in SCADA networks, some of
which require costly and complex solutions to protect or strengthen. However, the entry
points which are the most likely to be exploited — the external connections, can be fully
and sufficiently protected, using a relatively simple and cost-effective solution, and thus
eliminating the risks entailed by them.
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